CHUONG 3
TRIEN KHAI QUAN TRI MANG TREN UBUNTU SERVER

XAY DUNG KICH BAN

Gidi thiéu mo hinh

FIREWALL

MAIL SERVER
DNS SERVER
IP: 192.168.239.101/24

WEB SERVER
DHCP SERVER
IP: 192.168.239.102/24

LDAP SERVER
SAMBA SERVER
FILE SERVER

IP: 192.168.239.100/24
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Hinh 3.1. M6 hinh mang
Cho hé théng mang (hinh 3.1) duoc két ndi internet gdbm c6 nhiéu may tinh
client dugc quan 1y boi hé thong server sir dung hé diéu hanh Ubuntu Server.
3.1.1 Yéuciu
- Quan trj cau hinh, tai nguyén mang

- Quan tr1 nguoi dung, dich vu mang



- Quan tr1 hi€u ndng, hoat dong mang
- Quan tri an ninh, an toan mang

3.2 PHAN TICH

3.2.1 Phén tich yéu cau

Quan trj cdu hinh, tai nguyén mang: Bao gém cac cong tac quan 1y, kiém soat
c4u hinh, quan 1y tai nguyén cip phat cho cac ddi twong sir dung khac nhau.

Quan tri ngudi dung, dich vu mang: bao gém cac cong tac quan Iy nguoi st
dung trén hé théng va dam bao dich vu cung cép c6 do tin cay cao, chét luong
dam bao theo dung cac chi tiéu da dé ra.

Quan trj hiéu niang, hoat dong mang: bao gém cic cong tac quan Iy, giam sat
hoat dong mang ludi, ddm bao cac hoat dong cua thiét bi hé théng on dinh.

Quan trj an ninh, an toan mang: bao gom cac cong tac quan ly, giam sat mang
ludi, cac hé thong dé dam bao phong tranh cic truy nhap trai phép. Viéc phong
chbng, ngin chan sy lay lan cta cac loai virus mdy tinh, cac phuong thirc tin cong
nhu Dos 1am té 1iét hoat dong ctia mang ciing 12 mot phan rat quan trong trong
cong tac quan tri, an ninh, an toan mang.

3.2.2 Giai phap
Cai dat h¢ diéu hanh Ubuntu Server 10.04
Cai dat va cau hinh LDAP
Trién khai hé théng Firewall
Cau hinh DNS, DHCP
Cai dat va trién khai Web Server
3.3 THUC HIEN
3.3.1 Chuén bi
- Cai dat ubuntu server 10.04 32bit hay 64bit

- Dit dia chi IP tinh va may c6 thé két ndi internet

- Update ubuntu server bang 1énh sau :
+ apt-get update
+ apt-get dist-upgrade



+ reboot.
3.3.2 Cai dit va cau hinh
3.3.2.1 Cai @it va ciAu hinh LDAP
» Budc 1: mo termiunal va lay quyén root bang 1énh sudo -i va danh

password cua hé théng

A& root@ubuntu: ~

File Edit View Search Terminal Help

‘ubuntuserver@ubunturs sudo -1
{[sudo] password for ubuntuserver:
root@ubuntu:~#

Hinh 3.2: Pang nhap hé théng Ubuntu Server
> Budc 2 : install LDAP server bang 1énh apt-get install slapd Idap-utils

@™ @ root@ubuntu: ~

File Edit View Search Terminal Help

root@ubuntu:~# apt-get install slapd ldap-utils

[Reading package lists... Done

Building dependency tree

Reading state information... Done

‘1dap—utils is already the newest version.

slapd is already the newest version.

lThe following packages were automatically installed and are no long

er required:
mobile-broadband-provider-info linux-headers-2.6.35-22
dnsmasq-base usb-modeswitch-data iputils-arping tcl
usb-modeswitch tcl8.4 linux-headers-2.6.35-22-generic-pae
modemmanager

‘Use ‘apt-get autoremove®' to remove them.

0 upgraded, 0 newly installed, © to remove and © not upgraded.

root@ubuntu:~# apt-get autoremove

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages will be REMOVED:
dnsmasqg-base iputils-arping linux-headers-2.6.35-22
linux-headers-2.6.35-22-generic-pae
mobile-broadband-provider-info modemmanager tcl tcl8.4
usb-modeswitch usb-modeswitch-data

|0 upgraded, © newly installed, 10 to remove and ©® not upgraded.

After this operation, 96.4MB disk space will be freed.

Do you want to continue [Y/n]?

Hinh 3.3: Cai dat LDAP Server (1)

» Budc 3 : ta add cac schema can thiét cho LDAP bang cac 1énh sau :
Idapadd -Y EXTERNAL -H Idapi:/// -f [etc/ldap/schema/cosine.ldif
ldapadd -YEXTERNAL -H Idapi:/// -f /etc/Idap/schema/nis. dif
Idapadd -Y EXTERNAL -H Idapi:/// -f
/etc/ldap/schema/inetorgperson.ldif



» Budc 4: ta tao 1 file backend.minhtuan.net.ldif

» Budc 5: O bude nay ta s€ thuc hién add file 1dif vira mai tao ¢ trén vao
hé théng LDAP bang 1énh sau :
Idapadd -Y EXTERNAL -H Idapi:/// -f backend.example.com.ldif

> Budc 6: cai dit SAMBA va céac gbi can thiét bang 1énh sau :
apt-get install samba samba-doc libpam-smbpass smbclient smbldap-

tools

[ =X

root@ubuntu: ~

File Edit View Search Terminal Help

root@ubuntu:~# apt-get install samba samba-doc libpam-smbpass smbclient smbldap-|g

tools

Reading package lists... Done

Building dependency tree

Reading state information,.. Done

smbclient is already the newest version.

The following extra packages will be installed:
Libconvert-asnl-perl libcrypt-smbhash-perl libdigest-md4-perl
libio-socket-ssl-perl libjcode-pm-perl libnet-ldap-perl libnet-libidn-perl
Libnet-ssleay-perl libunicode-map-perl libunicode-map8-perl
libunicode-maputf8-perl libunicode-string-perl

Suggested packages:
Liblo-socket-inet6-perl libauthen-sasl-perl Libxml-sax-perl openbsd-inetd
inet-superserver ldb-tools samba-doc-pdf

The following NEW packages will be installed:
Libconvert-asnl-perl libcrypt-smbhash-perl libdigest-md4-perl
libio-socket-ssl-perl libjcode-pm-perl libnet-ldap-perl libnet-libidn-perl
libnet-ssleay-perl libpam-smbpass libunicode-map-perl libunicode-map8-perl
Libunicode-maputf8-perl libunicode-string-perl samba samba-doc smbldap-tools

0 upgraded, 16 newly installed, © to remove and © not upgraded.

Need to get 11.8MB of archives.

After this operation, 37.5MB of additional disk space will be used.

Do you want to continue [Y/n]? |}

Hinh 3.4: Cai dat SAMBA Server (2)
» Budc 7 : cau hinh SAMBA. Ta cu hinh file /etc/samba/smb.conf nhu
Sau .

- workgroup = VT071A

- netbios name = PDC-SAMBA

- Oobey pam restrictions = Yes

- passdb backend = Idapsam:Idap://localhost

- pam password change = Yes

- syslog=0

- log file = /var/log/samba/log.%m

- max log size = 1000 server signing = auto server schannel = Auto
printcap name = cups

- add user script = /usr/sbin/smbldap-useradd -m'%u’

- delete user script = /usr/shin/smbldap-userdel %u

- add group script = /usr/shin/smbldap-groupadd -p '%g'

- delete group script = /usr/shin/smbldap-groupdel '%g'



add user to group script = /usr/sbin/smbldap-groupmod -m'%u''%g’
delete user from group script = /usr/sbin/smbldap-groupmod-x '%u'
Yog

set primary group script = /usr/sbin/smbldap-usermod -g'%g"'%u’
add machine script = /usr/shin/smbldap-useradd -w '%u'’

logon script = allusers.bat logon path = logon home =domain
logons = Yes

os level =35

domain master = Yes

dns proxy = No

wins support = Yes

Idap admin dn = cn=admin,dc=hoasen,dc=local

Idap group suffix = ou=Groups

Idap idmap suffix = ou=ldmap

Idap machine suffix = ou=Computers

unix password sync = no ldap

passwd sync = yes

Idap suffix = dc=minhtuan,dc=local

Idap ssl =no

Idap user suffix = ou=Users

panic action = /usr/share/samba/panic-action %d

[homes]

comment = Home Directories

valid users = %S

read only = No browseable = No browsable =No

[netlogon]

comment = Network Logon Service path = /var/lib/samba/netlogon
admin users = root

guest ok = Yes browseable = No

browsable = No

[Profiles]

comment = Roaming Profile Share

path = /var/lib/samba/profiles

read only = No profile acls = Yes browseable =No

browsable = No

[printers]

comment = All Printers

path = /var/spool/samba

admin users = root

write list = root

read only = No create mask = 0600 guest ok = Yes printable = Yes
use client driver = Yes

browseable = No browsable = No



[print$]

comment = Printer Drivers Share

path = /var/lib/samba/printers admin users = root

write list = root create mask = 0664 directory mask =0775
[shared]

path = /var/lib/samba/shared

read only = No

guest ok =Yes

Luu v : O phan cau hinh trén ta nén quan tam mét s6 bién quan trong sau :

workgroup = VTO71A

netbios name = PDC-SAMBA

passdb backend = Idapsam:ldap://localhost

Idap admin dn = cn=admin,dc=hoasen,dc=local Idap group suffix =
ou=Groups

Idap idmap suffix = ou=ldmap

Idap machine suffix = ou=Computers

unix password sync = no

Idap passwd sync = yes

Idap suffix = dc=minhtuan,dc=local

3.3.2.2 Cai dit va cAu hinh DNS Server
» Cai dat
Ta dung 1énh sau dé cai dat DNS server (BIND9)

apt-get install bind9

» CAiu hinh DNS server :

Ta cAu hinh file /etc/bind/name.conf.local dé khai b4o céc zone c6

ndi dung nhu sau:

o -

root@ubuntu: ~

File Edit View Search Terminal Help

Do any local configuration here

Consider adding the 1918 zones here, if they are not used in your

// organization
//include "/etc/bind/zones.rfcl1918";
zone "minhtuan.net" {

}:

type master;
file "/etc/bind/db.minhtuan,net”;

zone "239.168.192.in-addr.arpa" {

type master;
notify no;
file "/etc/bind/db.192"




Hinh 3.5: Céu hinh DNS Server (1)
Vi ta hai file nhu da khai bao ¢ trén voi ndi dung nhu 2 hinh & duoi :

- File /etc/bind/db.minhtuan.net dugc ciu hinh nhu sau:

oS E root@ubuntu: ~

File Edit View Search Terminal Help

; BIND data file for net loopback interface

604800
SOA minhtuan.net. admin.minhtuan.net. (
12122012 iSerial
604800 5
86400 }
2419200 ;Explre
604800) sNegative Cache 1711

minhtuan.net.
192.168.239.101

Sei

192.168.239.101

1 mail.minhtuan.net
192.168,239.100

Hinh 3.6: Cau hinh DNS Server (2)
- File /etc/bind/db.192 duogc cau hinh nhu sau:

MO root@ubuntu: ~

File Edit View Search Terminal WMelp
; BIND reverse data file for net loopback intetface

minhtuan,.net. admin,minhtuan.net, (
12122012 1Serial

604800 } =sh

B6400

2419200

604800 ) :Negative Cache TTI

minhtuan.net.
de.minhtuan.net.
mail.minhtuan.net
www . minhtuan.net

Hinh 3.7: Cau hinh DNS Server (3)

3.3.2.3 Cai dit va cau hinh DHCP Server (in nghiéng)

» Chuin bi cac thong tin :

- ethernet device : ethO

- Ip range : 192.168.239.100 — 192.168.239.200

- Subnet address : 192.168.239.0

- Netmask : 255.255.255.0

- DNS server 192.168.239.1



- Domain : minhtuan.net
- Default Gateway Address : 192.168.239.1
- Broadcast Address : 192.168.239.255
» Cai dat

sudo apt-get install dhcp3-server
> Céu hinh DHCP Server

- CAu hinbh file /etc/default/dhcp3-server
sudo gedit /etc/default/dhcp3-server
Tim dong INTERFACES=""va thay bang INTERFACES="¢th0”

@O +dhcp3-server (fetc/default) - gedit

File Edit View Search Tools Documents Help
& |igoren v _{iSave &= @ Undo Q\ Q

| ] *dhcp3-server #

# Defaults for dhcp initscript

i# sourced by /etc/init.d/dhcp

# installed at /etc/default/dhcp3-server by the maintainer scripts
#

# This is a POSIX shell fragment
B

# On what interfaces should the DHCP server (dhcpd) serve DHCP requests?
# Separate multiple interfaces with spaces, e.g. "eth@ ethl".
INTERFACES="ethe|"
PlainText + TabWwidth: 8 ¥+ Ln11,Col17 INS
Hinh 3.8. Cau hinh DHCP Server
Sau do Save va thoat
- CAu hinh file pool:

Mo file /etc/dhep3/dhepd.conf
Tim dén dong 16. C6 doan thong tin sau

#option definitions common to all supported

networks... option domain-name "example.org";

option domain-name-servers nsl.example.org, ns2.example.org;

default-lease-time 600;



max-lease-time 7200;
Stra thanh

@S & +*dhcpd.conf (fetc/dhcp3) - gedit

File Edit View Search Tools Documents Help
& l@mopen ~ E_‘Save =, @ Undo Q G
| ] *dhcpd.conf %

ddns-updafé-style none;

#option definitions common to all supported networks...
#option domain-name "example.org";
#option domain-name-servers nsl.example.org, ns2.example.org;

#default-lease-time 600;
#max-lease-time 7200;

# If this DHCP server is the official DHCP server for the local
| # network, the authoritative directive should be uncommented.
#authoritative;

VPlain Text v | TabWidth: 8 v Ln15,Col 1 INS
Hinh 3.9. Cau hinh file pool (a)
Tiép tuc, tim dén dong 53. C6 doan nhu sau :
# A slightly different configuration for an internal subnet.
# subnet 10.5.5.0 netmask 255.255.255.224 {
# range 10.5.5.26 10.5.5.30;
# option domain-name-servers nsl.internal.example.org;
# option domain-name "internal.example.org";
# option routers 10.5.5.1;
# option broadcast-address 10.5.5.31;
# default-lease-time 600;
# max-lease-time 7200;
#}
Stra thanh :



@S dhcpd.conf (fetc/dhcp3) - gedit

File Edit View Search Tools Documents Help

ige v P
o [@oren v [Visave ‘!f’ jo = O\ q
| | dhepd.conf

# A slightly different configuration for an internal subnet.
# subnet 192.168.239.0 netmask 255.255.255.0 {

# range 192.168.239.100 192.168.239.200;

option domain-name-servers nsl.internal.example.org;
option domain-name "internal.example.org";

option routers 192.168.239.1;

option broadcast-address 192.168.239.255;
default-lease-time 660;

max-lease-time 7200;

[

PlainText v | Tab Width: 8 ¥ Ln1,Col1 INS

Hinh 3.10: C4u hinh file pool (b)
» Khoi dong lai dich vu DHCP Server:

sudo /etc/init.d/dhcp3-server restart
3.3.2.4 Cai @it va trién khai Web Server
» Caibit:
Ta dung lénh sau dé cai dat:

sudo apt-get install apache2

File Edit View Search Terminal Help

ubuntuserver@ubuntu:~$ sudo -i

|[sudo] password for ubuntuserver:

root@ubuntu:~# sudo apt-get install apache2

Reading package lists... Done

Building dependency tree

{Reading state information... Done

The following extra packages will be installed:
apache2-mpm-worker apache2-utils apache2.2-bin apache2.2-common libaprl
libaprutill libaprutill-dbd-sqlite3 libaprutill-ldap

Suggested packages:
apache2-suexec apache2-suexec-custom

The following NEW packages will be installed:
apache2 apache2-mpm-worker apache2-utils apache2.2-bin apache2.2-common
libaprl libaprutill libaprutill-dbd-sqlite3 libaprutill-ldap

|0 upgraded, 9 newly installed, © to remove and © not upgraded.

lNeed to get 3,299kB of archives.

|After this operation, 10.1MB of additional disk space will be used.

‘Do you want to continue [Y/n]? ﬁ]

Hinh 3.11: Cai dat Web Server



> Ciu hinh APACHE véi LDAP :
Ta cdu hinh file /etc/apache2/apache2.config

apache2.conf (fetc/apache?) - gedit

File Edit View Search Tools Documents Help
o | Open jZSave =i @y Undo Q Q

IL; apache2.conf ¥

Forwarded-For}i

#

LogFormat "%v:%p %h %1 %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i
\"" vhost combined

LogFormat "%h %1 %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\""
combined

LogFormat "%h %1 %u %t \"%r\" %>s %0" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

# Include of directories ignores editors' and dpkg's backup files,
# see README.Debian for details.

# Include generic snippets of statements
Include conf.d/

# Include the virtual host configurations:
# Include /etc/apache?|/sites-enabled/

Plain Text ¥ Tab width: 8 v | Ln230, Col 23 INS

Hinh 3.12: Cau hinh APACHE véi LDAP

Tai cudi file nay ta comment dong Include “/etc/apache2/sites-enabled/” thanh
“#Include /etc/apache2/sites-enabled/”
Ciing trong file nay ta thém vao nhiing dong sau day.

DocumentRoot /home/ubuntuserver
ServerName www.minhtuan.net
<Directory /home/ubuntuserver >
Order deny,allow

Allow from all

</Directory>

Ta save lai va restart apache bang lénh

Service apache2 restart

Lo root@ubuntu: ~

Flle Edit View Search Terminal Help

root@ubuntu:-# service apache2 restart

* Restarting web server apache2

[Fri Dec 14 04:07:30 2012] [warn] NameVirtualMost *:80 has no VirtualMosts

. waliting [Fri Dec 14 04:07:31 2012] [warn] NameVirtualHost *:80 has no Virtu

alHosts
| oK |

root@ubuntu:-#

Hinh 3.13: Restart apache


http://www.minhtuan.net/

3.3.2.5 Thiét 1ap Firewall
> Gioi thi¢u:
Iptables trong ubuntu khong phai 1a 1 server va da duoc tich hop san trong
kernel cia ubutu nén ta khong can thyc hién cai dat.
> Cau hinh NAT:
Trude khi cdu hinh NAT, ta nén cAu hinh dia chi IP tinh cho cac interface
e Buéc 1: ta thuc hién dong 1€nh sau:
sudo sh -c "echo 1 > /proc/sys/net/ipv4/ip_forward"
Dong lénh trén sé gan gia tri 1 trong file ip_forward, cho phép chuyén tiép
cac gbi trong cac interface cta hé thong.
e Bude 2 : ta edit file /etc/sysctl.conf va chuyén cac dong sau
net.ipv4.ip_forward=1
Diéu nay gitp cho gid tri cua file ip_forward trong budc ludn cé gia tri bang 1
khi hé théng khoi dong.
e Buwéc 3: ta cau hinh NAT bang cac dong 1énh sau:
- iptables -A FORWARD -0 ethl -i eth2 -5 192.168.193.0/24 -m
conntrack --ctstate NEW -j ACCEPT
- iptables -A FORWARD -m conntrack —ctstate
ESTABLISHED,RELATED -j ACCEPT
- iptables -A POSTROUTING -t nat -j MASQUERADE
o Buwdc 4: vi iptables sé€ bi x0a hét sau khi hé théng khéi dong lai
nén ta phai sir dung mot scripts dé c6 thé phuc hoi cau hinh cua
iptales.
» NAT inbound cho web server :
Pé nguoi dung bén ngoai cé thé truy cap dén web server ta cau hinh
iptables nhu sau :
iptables -t nat -A PREROUTING -d 192.168.0.110 -i ethl -p tcp - m tcp --
dport 80 -j DNAT --to-destination 192.168.239.102:80



Dong 1énh trén c6 ¥ nghia 1a tat ca két ndi ndo co dia chi dich 14 192.168.0.110
dén tir interface mit ngoai cua firewall voi protocol la TCP va port dich 13 80 thi
s€ nat vao cho dia chi 192.168.239.102(dia chi web server ) voi port 80.

3.4 TEST DEMO



KET LUAN
Trong qua trinh nghién ctru thuc hién khoa ludn tét nghiép véi dé tai “Tim hiéu
va trién khai quan tri mang trén Ubuntu Server”, nho c6 sy hudng dan tan tinh cta
thiy Nguyén Minh Nhit, em d3 tim hiéu va nim viing duoc céac kién thirc co ban vé
hé thong mang may tinh ciing nhu cach quan 1y hé théng mang bang hé diéu hanh
Ubuntu Server. Do diéu kién vé thoi gian c6 han , em chi giéi han ¢ pham vi xdy
dung kich ban trén may ao. Mic du da rat c6 gang nhung khong tranh khoi c6 nhiing
sai s6t. Em rat mong duoc sy gop ¥, gitp d& nhiét tinh ciia cac thay ¢b va cc ban
dé dé tai khoa luan tét nghi¢p nay cua em dugc hoan thién hon.
Duéi day la nhitng viéc da lam duoc va chua lam dugc vé dé tai khoa luan tot
nghiép nay:
- Nhitng viéc da lam duoc:
> Khai quét tong quan kién tric, thanh phan cia mé hinh quan tri mang
> Tim hiéu h¢ diéu hanh Ubuntu
» Ném dugc cac dich vu quan tri mang trén Ubuntu Server
» Thyc hién demo trién khai quan tri mang véi hé diéu hanh Ubuntu
Server.
- Nhiing viéc chua lam dugc:
» Chua trién khai demo hoan thién va déy du cac dich vu trén Ubuntu

Server






